Data traffic over cellular networks is exhibiting an ongoing exponential growth, increasing by an order of magnitude every year and has already surpassed voice traffic. This increase in data traffic demand has led to a need for solutions to enhance capacity provision, whereby traffic offloading to Wi-Fi is one means that can enhance realised capacity. Though offloading to Wi-Fi networks has matured over the years, a number of challenges are still being faced by operators to its realization. In this article, we carry out a survey of the practical challenges faced by operators in data traffic offloading to Wi-Fi networks. We also provide recommendations to successfully address these challenges.
I. INTRODUCTION
In recent years, data traffic transmitted over cellular/mobile networks has seen a continuous exponential growth increasing by an order of magnitude every year. According to Cisco forecasts [1] , global mobile data traffic is expected to grow to 15.9 exabytes (1 exa = 10 18 )
per month by 2018, which is an 11-fold increase over 2013. This unprecedented growth of data traffic can be attributed to a number of factors. A first factor is the introduction of highend devices such as smartphones, tablets, laptops, handheld gaming consoles, etc. that can multiply traffic (e.g., a tablet can generate up to 120 times the traffic generated by a basic feature phone). Secondly, the growth in mobile network connection speeds that increase the average traffic per device (e.g., in 2013, a 4G connection generated 14.5 times more traffic than a non-4G connection). Thirdly, the rise of mobile video content which has higher bit rates than other mobile content types. Mobile video traffic has already surpassed 50% of total 2 mobile data traffic and continues to increase due to a number of technological advancements including the larger screen sizes of smartphones as well as the optimization of mobile video content for mobile devices that enhance a user's viewing experience. Fourth is the availability of mobile broadband services at prices and speeds comparable to those of fixed broadband, together with the increasing trend towards ubiquitous mobility. Last, but not the least, the widespread adoption of Machine-to-Machine (M2M) [2] technologies across a range of industries is another contributing factor. Global mobile data traffic along with current and predicted offloaded traffic [1] Mobile data offloading or simply data offloading refers to the use of complementary network technologies and innovative techniques for delivery of data originally targeted for mobile/cellular networks in order to alleviate congestion and making better use of available network resources. The objective is to maintain Quality-of-Service (QoS) for customers, while also reducing the cost and impact of carrying capacity hungry services on the mobile network. The traditional approach of scaling network capacity with additional network equipment is always available, but not cost effective and viable considering the pace at which the demand for data services is increasing. It is expected that mobile data offloading will become a key industry segment in near future as the data traffic on mobile networks continues to increase rapidly.
Most mobile operators worldwide have already started to implement an offloading solution or strategy. In our previous work [3] , we carried out a comprehensive survey of the state of the art in mobile data offloading, covering both technological and business aspects. Key technologies include Wi-Fi, femtocells, and IP flow mobility. As the growth of data traffic 3 also creates challenges for the backhaul of cellular networks therefore techniques such as core network offloading and media optimization are also gaining popularity. 
A. Wi-Fi Offloading Approaches
There are three main approaches for operators to offload data traffic onto Wi-Fi networks, depending upon the level of integration between Wi-Fi and cellular networks [3] . The first approach is the network bypass or the unmanaged data offloading in which case the users' data is transparently moved onto the Wi-Fi network, whenever they are in Wi-Fi coverage, completely bypassing the (cellular) core network for data services. Voice services; on the other hand continue to be delivered via the cellular core network. Whilst this approach seems attractive as it does not require the deployment of any network equipment, it has some drawbacks. Firstly, the operator loses visibility (and hence control) of its subscribers whenever they are on the Wi-Fi network. Secondly, the operator is unable to deliver any While the operator gains control of subscribers, it still cannot deliver any subscribed content.
An integrated data offload approach provides the operator with full control over subscribers as well as the ability to deliver any subscribed content while the users are on the Wi-Fi network. This is achieved by the integration of cellular and Wi-Fi networks so that a bridge can be formed between the two networks through which data flow can be established.
There are two architectures for coupling cellular and Wi-Fi networks; loose coupling and tight coupling. In loose coupling architecture, the networks are independent requiring no major cooperation between them. The Wi-Fi network is connected indirectly to the cellular core network through an external IP network such as the Internet. Service connectivity is provided by roaming between the two networks. On the other hand, in a tightly coupled system, the networks share a common core and majority of network functions such as vertical handover, resource management, and billing are controlled and managed centrally. 
B. Enhancing Wi-Fi for Mobile Data Offloading
Recently, 3GPP developed the Access Network Discovery and Selection Function (ANDSF) [10] as part of the EPC for cellular networks. ANDSF offers a dynamic offloading capability by enabling mobile devices to discover and connect to non-3GPP networks (e.g.,
Wi-Fi and WiMAX). It provides network discovery information of access networks that may be present in the vicinity of the mobile device along with the network selection rules. The 3GPPP ANDSF Management Object (MO) specifies the format of information exchange between the ANDSF server and the mobile device. Moreover, ANDSF also provides intersystem mobility (for devices that do not support more than one network interface at a time) 1 To the best of our knowledge, no operator has implemented the 3GPP I-WLAN standard yet 
III. PRACTICAL CHALLENGES FACED BY OPERATORS IN WI-FI OFFLOADING

A. When to Introduce Offloading?
Cellular operators (2G and 3G alike) are receiving offers from Wi-Fi equipment vendors on different choices of using Wi-Fi as a medium to offload data traffic in congested data hotspots. These hotspots are not limited to indoor environment like shopping malls, airports, and train stations etc. but also include outdoor areas like financial districts and stadiums.
However one of the key challenges operators face today is when is the right time to deploy
Wi-Fi offloading in these areas. The questions surrounding them are:
• At what loading of the cellular network should offloading to Wi-Fi be initiated? Do they let the base station reach maximum capacity for data?
• Do they look at cellular spectrum congestion/interference?
• Do they decide based on expansion cost of base station transceivers and its associated service charges?
• Can the decision be driven by the potential for Wi-Fi offloading to reduce other forms of CapEx, such as backhaul provision?
The reasons are not purely technical or commercial, but a mix of both. The frequency spectrum is already reaching its limits in terms of bits/s/Hz. With addition of more access network capacity, backhauling needs continue to rise. Moreover, the distribution of traffic 8 load varies both spatially and temporally and may not always be well suited to the use of fixed, limited coverage and limited spectral capacity Wi-Fi solutions as a reliable backup.
Apart from this, groups of users are spread over different areas. Therefore, setting a threshold for traffic (e.g., in terms of Mbps per base station) can become a challenge if the base station stands isolated amongst its neighbours.
All the above factors contribute to increase in cost ($ per bit) for data and with falling revenue per bit from data traffic, operators are faced with a dilemma of deciding when to introduce Wi-Fi as a cost effective means of carrying data traffic.
B. Where to Offload?
Based on the current traffic per base station and total traffic for a cluster (of base stations), operators make a decision looking at the forecast of number and types of subscribers within that area. Selection of area is easier if the traffic is purely indoor. However, if the traffic is hybrid or purely outdoor then a further assessment needs to be done to pinpoint specific potential high data traffic areas under the base station. Taking into account the coverage potential of access points within the regulatory constraints of transmit power, it is important to identify ideal areas. As a practice, operators tend to evaluate if additional outdoor capacity can be handled by minimal re-design effort on cellular networks. If that is not achievable then it is a candidate for Wi-Fi base station.
C. Availability and Limitations of Wi-Fi Planning Tools
Once the potential areas have been identified through physical survey based on the data traffic distribution from the cellular network, there is a need to plan the deployment of Wi-Fi access points. Such planning activities require the use of planning tools that can predict coverage based on the demographics. Currently there is lack of planning tools available to 
E. Site(s) Availability and Acquisition
Site acquisition for both indoor and outdoor Wi-Fi deployments is a challenge due to real estate permissions, diverse installation practices and guidelines, site accessibility, and costing models. Markets are not very well regulated in terms of permissions for installation and costing for sites. In most cases it is up to the building owners to decide. There are different sets of challenges for public and private real estates. Coordinating with private building owners adds another challenge where talking to a large number of building owners takes up significant time and resource to ensure reasonable terms and conditions are agreed. These terms and conditions govern the location of installation, site accessibility times during the day or night, access to power, and route of cabling.
F. Deployment Issues
There are a number of challenges faced during the deployment of Wi-Fi access points. For indoor environments, foremost consideration is the installation of access points that are exposed on the ceiling. In case they are to be installed behind a false ceiling then the material of false ceiling is an important consideration keeping in view the signal attenuation. For aesthetic reasons its becoming common to hide access points behind a ceiling. Others factors during indoor installation like location of access panel, presence of other utilities, routing of the cable, and access to power source are important issues.
For the outdoor deployment major concerns are availability of infrastructure to place the access point and the availability of power. Cost of developing or leasing infrastructure to mount access point drives the cost of project and also impacts the backhaul choice. For street level coverage, using cellular base station sites for installing access points is a challenge.
Base station sites are normally high rise and 30 -45 meters above the ground. The transmit power of access points is not high enough to achieve a strong street level coverage. Lamp posts are a better alternative; however, the availability of lamp posts and permission to install access points poses a challenge.
G. Regulatory Constraints
Regulatory operators aspiring for 3G licenses in developing markets seem to favor this approach.
Users which are seamlessly handing over from cellular to Wi-Fi do pose a challenge in terms of billing as they try to replicate cellular packages. Real time charging between floating users is also something that poses an accounting challenge.
K. Wi-Fi vs DAS and Non-Wi-Fi Interference
Recently, Distributed Antenna System (DAS) [7] has attracted a lot of attention in cellular networks. DAS refers to a network of spatially distributed antenna nodes connected to a home base station through a high bandwidth low latency dedicated connection. Intuitively, this has the effect of reducing the average distance of propagation to or from the nearest antenna, thus reducing the required uplink and downlink transmitted power for a fixed channel quality and creating more uniform coverage inside the cell. 
L. Security Issues
As the number of high-end devices (smartphones, tablets, etc.) continues to grow, the focus on security is equally important on the device, network, and the data traversing both secured and unsecured Wi-Fi networks. From an operator' perspective, carrier grade Wi-Fi requires strong security without compromising user experience. The most important issue is of user authentication which should be a seamless activity. The authentication issue becomes particularly important with roaming between Wi-Fi networks (of different service providers)
as the roamed network has no access to the encryption keys used to authenticate the user.
IV. RECOMMENDATIONS FOR SUCCESSFULLY ADDRESSING THESE CHALLENGES
In order to address the challenges Wi-Fi faces to succeed as a viable alternative, the most effective way is to use a cherry picking approach. This means focusing on high data traffic areas. These areas can be then be segregated into outdoor and indoor locations to develop plans and to prioritise the deployment of access points. The roll out of sites can then take place, taking into consideration logistics, backhauling, and site priority. Backhauling in a data dominant era has been a subject of a lot of speculation and activity.
The most cost effective and proven technique to backhaul Wi-Fi access points is by using 5
GHz band of dual-band access points. Using total mesh or partial mesh helps with robustness There are several techniques currently seen in the market to achieve intelligent handovers which are bi-directional. Simply stated, the user device will not automatically switch to Wi-Fi unless it fulfils certain quality objectives. These objectives form the basis of quality based handover rather than power based handover which are currently at offer. and proposes an XML based authentication protocol to seamlessly log in to hotspots without the need for the user to interact with a captive portal.
Lastly, Wi-Fi integration with DAS is not recommended in the passive DAS structure. The best option for operators is to deploy a separate network of Wi-Fi access points, thus creating another layer of Wi-Fi. This will allow best channel selection dynamically, transmit power control, and band steering.
V. CONCLUDING REMARKS
It is expected that mobile data offloading will become a key industry segment in near future due to the unprecedented pace at which data traffic is rising on mobile networks. Wi-Fi offloading has evolved as a mature offloading solution. Most of the operators worldwide have started deploying Wi-Fi offloading solutions. However, a number of challenges exist that need to be addressed properly for creating a successful offloading mechanism. Major challenges include spatial and temporal assessment for offloading, planning and deployment issues, backhaul selection, device limitations, along with charging mechanisms. Such challenges can be properly addressed through combined effort from all the players in the value chain of mobile data offloading.
